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Abstract

Objective: National electronic health record programs are frequently associated with a
number of problems. In view of their long duration and costs, efficient implementation
of the programs with due regard given to the conclusions drawn thus far would be a
meaningful goal from the economic point of view. In the present report we analyze pro-
grams from various countries with regard to the problems documented therein and de-
rive, on a cross-country basis, the most common critical aspects of national electronic
health record programs. These aspects should be given special attention in the imple-
mentation of future national electronic health record programs. Furthermore, measures
which have proven to be useful in coping with the respective problems in individual

countries will be suggested for each critical area.

Method: Five countries were selected in which (a) programs for a national electronic
health record system exist since at least five years, (b) the planned electronic health
record systems encompass various approaches of implementation, and (c) pilot
projects have already been conducted. The programs of these countries were analyzed
on the basis of project reviews and audits with reference to the problems documented
during their implementation. These were abstracted and standardized into cross-

country categories which, in turn, were grouped into critical areas.

Results: From the analysis of national electronic health record programs from England,
Germany, Canada, Denmark and Australia, the following frequently involved critical
areas were derived: (a) Acceptance and change management, (b) Demonstration of
benefits and Funding, (c) Project management, (d) Health-policy-related goals and im-
plementation strategy, (e) Basic legal requirements, particularly in the field of data pro-

tection.



Conclusions: The analysis shows that similar critical areas exist in the various coun-
tries. Strategic, organizational and human challenges are usually more difficult to mas-
ter than technical aspects. The measures used thus far to deal with the critical areas
are selective approaches towards resolving individual problems. For the future it would
be desirable to set up a comprehensive method that provides support in the complete
process of implementing national electronic health record programs and hereby covers

all critical areas identified within this paper.



1 Introduction

Throughout the world, national electronic health record (EHR) implementations® are
regarded as an opportunity to effect a fundamental improvement in the public health
sector [2,3,4]. However, EHR programs are complex projects spanning periods of sev-
eral years and involving high investments. In addition to the establishment of an inte-
grated information technology (IT) landscape the programs require accompanying
measures such as coordinated goals in health care policy, alignment with health care
system in sectors such as finance, law or promotion of cooperation, and the creation of
a climate of change in order to implement the necessary clinical organization and cul-

tural changes for every service provider and citizen.

Currently the majority of countries is in an early planning phase of an EHR program or

is implementing sub-areas. A few forerunners have already gained several years of ex-
tensive experience [3,5]. Initial experience concerning these projects demonstrates the
complexity of national EHR implementations, revealing problems such as slow

progress of the projects [6], discussions concerning the implementation strategy [7,8],

! According to 1SO TR 20514 [1] a (basic-generic) EHR is defined as a repository of information regard-
ing the health status of a subject of care, in computer processable form. Further, a Shared-EHR system is
defined as a system for recording, retrieving, and manipulating information in EHRs that is built to facili-
tate integrated shared care within a "community of care". Considering the terminology of TR 20514 this
paper is concerned with implementations of nationwide Shared-EHR systems for managing the informa-
tion in EHRs of a country’s citizens. For reasons of simplicity and in analogy to common parlance in lite-
rature we will use the phrase "national EHR implementations or programs" in the following.
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resistance or poor acceptance in the medical community [9,10] or questioning the large
investments and/or their prioritization [9,11]. Considering these reported problems one
may conclude that the before-mentioned non-technical accompanying measures re-
quired in the context of EHR programs were not being executed in adequate measure.
Interestingly, when comparing different national EHR projects we can observe that
there even exist a number of “standard pitfalls” which are commonly encountered and
which we will report on in section 4. Given the long duration and significant costs of na-
tional EHR programs, efficient implementation with due consideration given to the con-
clusions drawn from previous implementations would be of significant economic inter-

est.

In the existing published scientific literature there are currently no comparisons of ap-
proaches of implementation or cross-country analyses of the problems associated with
national EHR implementations. The aim of the present study is to analyze national
EHR programs of different countries and identify the problems reported therein. The
detailed problems will then be abstracted for the purpose of cross-country comparabili-
ty, and grouped into “critical areas" which will then be arranged according to the fre-
quency of the underlying detailed problems. Furthermore, various documented meas-
ures in the individual countries will be discussed. These measures proved to be useful

in coping with sub-aspects of the critical areas of national EHR implementations.

2 Related work

The Gartner group published two reports [12,13] which mention the following as criti-
cal factors of the success of regional and national EHR projects: (1) demonstration of

the health-policy strategy and its benefit, (2) project planning and governance, and (3)



management of the relationship between the stakeholder and the supplier. Compre-
hension of these publications is limited by the fact that the authors neither mention the
sources on which the postulated factors of success are based nor describe the proce-
dure by which these were derived from the sources. The completeness of their account

of critical factors of success may also be questioned.

In the course of the eHealth Impact Study Stroetmann et al. [14] analyzed the key fac-
tors and conclusions of ten European eHealth projects. The contents of the projects
range from purely informative services to health card projects, applications such as the
ePrescription, and two national EHR projects in the Czech Republic and Denmark. The
following were identified as key factors of the various projects: (1) commitment and in-
volvement of all stakeholders, (2) a strong health policy and clinical management, (3)
regular analysis of costs, incentive systems and benefits, (4) organizational changes in
the clinical and work sector, (5) good organizational change management, interdiscipli-
nary teams with IT experience and clear incentives, and (6) clear long-term perspec-
tives, endurance, and patience. As only 20% of the investigated eHealth projects were
national EHR implementations, the key factors determined are of limited informative

value in our context.

In a survey conducted by the Medical Records Institute [15] the following were de-
termined as the principal barriers to EHR implementations (1) low budget / poor re-
sources, (2) too little support from the medical community, (3) high costs of EHR sys-
tems, (4) difficulty to evaluate appropriate EHR solutions or components, (5) finding an
EHR solution that fulfils one's own requirements, (6) the emergence of fragmented so-
lutions, (7) the change from paper-based to electronic files, and (8) the creation of a

strong Business Case (ROI). The barriers determined in a survey comprising 568 par-



ticipants refer to Local-EHR systems? of a few health service providers; it is doubtful

whether these conclusions can be extrapolated to national EHR programs.

Brender et al. [16] analyzed factors of success and error in health information systems
for various applications, including clinical systems. The latter, according to the authors,
encompass Local-EHR systems. The authors determined 110 factors of success and
27 error factors. The factors were evaluated by experts in a Delphi study. The large
number demonstrates the complexity of the subject and also the different factors that
exert an impact and determine the final outcome of the implementation. According to
Brender et al., important factors of success and error include the following: (1) aligning
functionality with user requirements and work processes, (2) willingness to change, in-
tensive communication, training of and cooperation between IT and other persons in-
volved, (3) understanding the culture of the health sector and an evolutionary ap-
proach, (4) commitment at the highest level and coordination of IT/business strategies,
(5) project management, (6) high usability and interoperability or integration based on
standards, (7) taking basic legal requirements into account, and (8) adequate cost-
effectiveness, benefits, and funding. Brender et al. also refer to other analyses and
point out to the fact that particularly the organizational environment creates challenges
and barriers for IT solutions. Therefore, strong predictions about successful implemen-
tations have primarily been made in the areas of organization and individuals, behavior,
management and communication, implementation process and change management,

and less so in respect of technology. The informative value of Brender et al.'s analysis

2 According to [1] a Local-EHR system is defined as a system for recording, retrieving, and manipulating
information in EHRs that is usually only accessible to authorized health professionals within a particular
health organization. It contains detailed locally acquired health data as well as externally sourced materi-

al.



for national EHR implementations is questionable.

Protti et al. [17] compare the status of primary care physician office computing in An-
dalucia to that of Denmark by contrasting the functionality of Local-EHR systems® and
the ability to electronically communicate clinical information in both jurisdictions. The
identification of critical areas for the computerization of general practitioners (GPs) is
not a particular goal of the study. Nevertheless, it is stated that (1) financial incentives
for GPs, (2) saving of time for GPs and patients through automation, (3) demands of
different age/gender groups on the health care system, and (4) improved possibilities
for information management, decision support and research were reported as boosting
factors. Although the exchange of clinical information between GPs is examined to
some extent their primary focus lies on the functionality of the GPs’ Local-EHR sys-
tems. In contrast to them we are primarily interested in critical areas of national EHR

programs and their underlying Shared-EHR systems.

Blumenthal [18] discusses the role of the federal government in the US in pushing the
adoption of health information technology (HIT). He identifies obstacles and implemen-
tation suggestions that federal policymakers are confronted with in promoting the use
of HIT systems and the interoperability between these systems. Blumenthal concludes
that in order to achieve a high level of HIT adoption, the federal government should (1)
provide financial support for purchasing and implementing HIT systems, (2) provide
financial support for information exchange in local communities, (3) support research
and development designed to improve the capabilities of HIT, (4) focus attention on the

contribution of HIT to improve the health system in general, and (5) create national

® The authors use the notion electronic medical record (EMR) and examine systems that manage EMRs.
They refer to a definition that stresses the intra-organizational scope of EMRs. According to this defini-
tion an EMR system correlates with the notion of a Local-EHR system as defined in [1].
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standards and regulations to improve the physicians’ confidence in the electronic man-
agement of health information. In general, the recommendations made seem to pri-
marily originate from observations of the situation of the US health system. Further, the
article mostly focuses on the principal adoption of basic HIT components such as Lo-

cal-EHR systems.

The literature published thus far does not offer the aspired cross-country analysis of
critical areas of national EHR programs. The analyses are either focused on Local-
EHR systems [15,16,17,18] or summarize different types of eHealth projects [14]. Only
[12,13] identify a choice of critical factors of success in national EHR implementations.
It is not clear, however, how this selection of factors of success was made in the latter
two reports, on what basis they were determined, and whether additional factors of

success exist.

3 Method

Critical areas of national EHR programs were identified on the basis of the following
activities:

1. In the first step, the countries whose EHR programs were supposed to serve as
the source of identifying critical areas were selected. The countries included in
the analysis were chosen on the basis of the following selection criteria: a pro-
gram for a national EHR system had been in existence for at least five years, at
least several pilot projects had been implemented, various approaches of im-
plementation had been covered and, in addition to sufficient information in Eng-
lish or German, reviews of the status and success of the projects had been

conducted. In order to achieve wide geographical coverage, countries from var-



ious continents were analyzed. Thus, England, Germany, Denmark, Canada
and Australia were selected.

2. Inthe next step, the national EHR programs of the named countries were ana-
lyzed in respect of the problems documented during their execution. The prima-
ry sources of the analysis were project reviews and audits:

0 Several externally commissioned consulting projects were conducted in
England [19], Canada [11,20], Denmark [21] and Australia [6,22]. In the
course of these projects, either the overall national EHR project or the
EHR coordination office was analyzed and rated with reference to its
achievement of goals and its strengths and weaknesses.

o0 Published problematic areas and "lessons learned" as well as specific
nation-wide studies in England [8,23,24], Germany
[9,10,25,26,27,28,29,30,31], Denmark [32,33,34,35] and Australia [36]

o Public audit reports in England [51,52]

3. The detailed problems were abstracted as far as possible, for the purpose of
summarizing them into categories on a cross-country basis.

4. Categories related to each other in terms of content were grouped into critical
areas. The critical areas were then arranged according to the frequency of the

underlying detailed problems.

4 Results

In principle it was found that the countries included in the analysis were in different
stages of their EHR implementation. Germany [37,38,39,40,41,42,43,44,45,46] is im-
plementing the first pilot projects for the electronic health card with basic applications;
Australia [36,47,48,49,50] has implemented small regional EHR pilot projects with real
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data in several territories. England [6,51,52,53,54] is in an early general stage of EHR

implementation but has already achieved extensive implementation of individual

eHealth applications in the course of regular operation. Canada [20,55,56,57] plans to

cover 47% of its population with a national EHR system by the year 2010. Denmark

plays a leading role in the interconnectivity of GPs Local-EHR systems with hospitals,

pharmacies and specialists [17]. About 98% of the doctors, 100% of the hospitals and

all pharmacies are already networked [32,33,58,59,60], and a nation-wide EHR system

has been implemented.

Table | shows a selection of contextual measures that provide a coarse overview of the

preconditions for national EHR programs in the five countries. It offers some indication

of the maturity of the individual national EHR efforts which may be contrasted with the

corresponding documented problems (see section 4.1) and the derived critical areas

(see section 4.2).

Preconditions for na-

tional EHR programs o= DE CA DK s
EiBHPos/U;Jsmg Local-EHR systems 95 [61]4 92,5 [61]4 23 [62]5 96,9 [61]4 79 [62]5
GP practices electronically

transferring patient data (in %) 91[61] 66 [61] n-a. 98 [61] n-a.
Estimated per-capita costs of 7510 108
national EHR program (in €) 233 [63] 17 137] 209 [64] 97 [65] [66]

Table | — Selection of contextual measures providing a coarse overview of the dimensions of national EHR

programs in England (GB), Germany (DE), Canada (CA), Denmark (DK), and Australia (AU).

* Data from 2007, Survey reports percentage of GPs that store individual patient data in a practice’s com-

puter system.

5 Data from 2006

11




4.1 Documented problems of national EHR programs

In this section we focus in detail on the national EHR programs of the five countries in-
cluded in the analysis. After a short overview of their programs the problems encoun-
tered therein, as reported in the above mentioned project reviews and audits, are pre-

sented in detail.

4.1.1 England

The EHR program is part of the national healthcare reform and was initiated by the
ministry of health [52]. The primary goal is to improve patient care. In October 2002 the
National Programme for Information Technology (NPfIT) was founded, in April 2005 all
IT related activities were concentrated in the organization NHS Connecting for Health.
The implementation is planned to be completed until 2010. A status report from 2007
[54] showed that 80% of the planned scheduling component was implemented, 20% of

the medication component and 30% of the national EHR system.

Documented problems of the national EHR program

The audit report of the National Audit Office [51] mentions the following problems of the
NPFIT: (a) difficulties in adhering to project plans and schedules, (b) challenging the
alignment of the implemented systems to NHS requirements, (c) difficulties in taking
over tasks and responsibilities on the part of the respective NHS organization respon-
sible for local implementation of the systems, (d) difficulty in gaining the acceptance
and support of NHS staff and the public, (e) challenging the vision of the program and

the implementation strategy, (f) no presentation of the cost-benefit ratio of the national
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program, (g) underestimation of the local need for process optimization and poor inte-
gration of clinicians into the project, (h) enforced replacement of the existing hospital
information systems, (i) questioning confidentiality and security, and (j) implementation

of the purchase process and product decisions.

The project status of the NPfIT is analyzed in [52]. The following points of criticism are
raised: (a) the project schedule has already been delayed by 2 years, (b) doctors have
not been sufficiently convinced of the project, (c) clinicians have not been adequately
integrated into the project, (d) no cost-benefit analysis has been performed, (e) the total
costs have not been determined and no monitoring of the achievement of goals exist,
(f) bottlenecks in terms of resources, (g) the program management is excessively fo-
cused on technical aspects and too little attention is given to the organizational change
process, (h) responsibilities for local implementation are not clearly defined, (i) selec-
tion options for applications are too few or non-existent, (j) the requirement analysis
and alignment to actual NHS requirements is not easily comprehensible, and (k) doc-

tors are skeptical about data safety.

The deficiencies of NPfIT are delineated in [24]: (a) incomplete specification at the time
of assignment, (b) financial instability of a few key suppliers because of delays in
supply, (c) the risk of late determination of data protection and data safety regulations
accompanying the implementation, (d) the small number of well trained healthcare IT
resources and their insufficient experience in dealing with large IT projects, (e) poor or
delayed integration of clinicians, which may give rise to far-reaching additional costs,
and (f) negative impact on acceptance due to the "opt out" model (according to this
model the patient must explicitly state his non-acceptance of any undesired data trans-

fer).

Brennan was in charge of the project for electronic medical files in the NHS from 1996

13



to 1999 and states the following principal problems of the NPfIT program in [8]: (a) re-
sistance to the enforced replacement of existing IT solutions, and (b) what he considers
inappropriate focus on the national networked solution instead of giving priority to local

implementations as the first step.

The following additional sources of problems have been mentioned by Edwards from
the Gartner group [7]: (&) few or no selection options for applications, and (b) prioritiza-

tion of local co-funding for important sub-areas.

A survey among doctors conducted by Medix in 2006 [23] revealed that doctors' confi-
dence in the successful implementation of the program was significantly declining in

the course of the project. In a survey conducted in 2003, 56% of practicing doctors and
75% of hospital doctors were enthusiastic about the program; three years later the cor-

responding figures were no more than 25% and 41%, respectively.

4.1.2 Germany

eHealth builds an important component of the German health reform of 2003 [37,38]. It
should help to improve the quality of the German healthcare system, its efficiency and
patient empowerment. The eHealth project starts with the German electronic health
card (Elektronische Gesundheitskarte; eGK), which should be augmented step by step
(adding emergency data, selected discharge documents, image data) to build a central
component of the national EHR system in the future. The gematik GmbH, which was
founded in 2005, is responsible for the implementation and maintenance of the eGK
and the subsequent projects like the national EHR system. It is owned to 50% by the
healthcare payers and to 50% by the providers. After concluding the conceptual phase

of the eGK project in March 2005 first field tests were started. After several postpone-
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ments it is now planned to start the eGK implementation in October 2009 in the Ger-
man region Nordrhein with basic functionality [46]. Further dates for the implementation

of the national EHR system are not yet published.

Documented problems of the national EHR program

Based on experience relating to the eGK project the following problems were reported
by Weber [26] from the Frauenhofer Institute: (a) difficulty of achieving stringent plan-
ning and control, (b) planning rendered complex by the excessive time taken to make
political decisions and, simultaneously, rigid completion deadlines, (c) insufficient time
allocated for the project planning phase, (d) underestimation of complexity, (e) the li-
mited availability of qualified resources, and (f) insufficient attention given to further de-

velopment and adaptability during the phase of conception itself.

In an acceptance analysis of the eGK [25] the following problems were reported in ad-
dition to the above mentioned: (a) adherence to project schedules and plans, (b) unde-
restimation of complexity, (c) difficulties in setting up a suitable decision structure, and
(d) agreement concerning the implementation strategy because of the different view-

point of stakeholders with regard to the project.

In [10] Trill states the following potential problems of a comprehensive introduction of
the eGK in Germany: (a) acceptance problems on the part of the general population
accompanied by a more pronounced desire for information, (b) acceptance problems or
even resistance from doctors resulting from the impression that the primary purposes
are to save costs and achieve greater control, (c) skepticism concerning data protec-
tion/data safety, (d) costs, and (e) difficulty to introduce the program because of far-

reaching changes in processes.
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A recent survey among insured persons also revealed the following: (a) the enhanced
need for information on the part of the general population, and (b) uncertainty concern-

ing data protection in one third of the population [29].

The 111th German Doctors' Day (111. Deutscher Arztetag) [9] showed that the medical
community strongly resisted the eGK project. The main points of criticism were the fol-
lowing: (a) poor demonstration of the added value, (b) the technical solution (primarily
central servers), (c) the possibility of violating data protection and data safety, (d) insuf-
ficient attention being given to doctors' daily routine, and poor alignment with the re-

quirements of doctors, and (e) inadequate analysis of overall costs.

Furthermore, problems were delineated in respect of (a) the accuracy of the cost-
benefit analysis [27,28], (b) the ability to provide adequate funds and the distribution of
the investments [27,37], and (c) decisions concerning the technical architecture [30,

31).

4.1.3 Canada

The program is initiated by the ministry of health and aims to achieve higher quality and
safety in patient care, as well as more consistent and efficient use of health system re-
sources [20]. In January 2001 Canada Health Infoway was founded, a non profit orga-
nisation that acts in a strategic investor role to promote the nationwide implementation
of interoperable EHRs. The implementation itself is done by the provinces. The plan is

to provide EHRSs for 47% of the Canadian population until the end of 2010.
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Documented problems of the national EHR program

In the course of an external consulting project [20] the following potential problems
were identified with regard to the implementation of national EHRs: (a) convincing
presentation of benefits, (b) the end users’ acceptance and change management, (c)
changes in basic processes in order to generate added value from these, (d) the avail-
ability of healthcare IT specialists and change leaders, (e) inadequate political support,

and (f) local and regional funding.

After one half of the project term had elapsed, Canada Health Infoway was analyzed by
an external consultant with regard to the achievement of its goals [11]. The following
problems were identified: (a) problems relating to an inadequate budget because of
changes in funding, (b) problems relating to local/regional funding and setting priorities

in the provinces, (c) in personnel expertise, and (d) in project management.

4.1.4 Denmark

Since the end on the 1990s the Danish ministry of health pushes the use of HIT to im-
prove the efficiency and effectiveness of the Danish healthcare system [32]. The goal is
to achieve integrated seamless patient care and better patient involvement. In 1994
MedCom was founded as the national coordination organisation for HIT. All important
stakeholders are part of this organisation and jointly finance MedCom. MedCom de-
fined electronic data interchange formats for the most relevant health information to be
shared and supports its exchange over the Danish Health Data Network. In 2003 a por-
tal was added for providers and later also for patients. In 2006 98% of the Danish GPs,
all 73 hospitals and all 331 pharmacies shared data over the network, about 80% of the

totally exchanged healthcare information was sent electronically.
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Documented problems of the national EHR program

According to Edwards from the Gartner group [21] lessons learned during the imple-
mentation of the national Danish EHR program were: (a) start with the principal basic
needs, (b) set up a process of continued monitoring and evaluation, (c) align the incen-
tive systems for the involved persons, (d) consistent implementation of data protection
and data safety while also fulfilling the requirements of clinicians and patients, (e) set
up an appropriate balance between central coordination and local management, and (f)
dedicate a large quantity of resources to local implementation and training to support

changes as well as gain the acceptance of clinicians.

The Danish Centre for Health Telematics [32] rates the following as significant factors:
(a) national, regional and local commitment, (b) the cost-effectiveness of the program,
(c) close cooperation between clinicians and developers, (d) efficient project manage-
ment, (e) testing and certification of software solutions and operators, and (f) an inten-

sive information and promotion policy.

During an EU project on benefit analysis [34] the following were reported as the “les-
sons learned” in Denmark: (a) significance of the alignment of eHealth Vision with polit-
ical willingness, (b) the need to define and evaluate long-term goals and strategies, (c)
the need to define precise and accepted standards, (d) the need to acquire the support
of all relevant stakeholders, (e) the need for consensus, team work and collaboration
with stakeholders, (f) the need for changes in organization and processes in order to
realize the benefits, (g) the significance of stepwise implementation based on achieved
success, (h) the realization that technical implementation is not enough; the final user

must also be able to see the potential and be willing to utilize it, (i) the realization that
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existing solutions should not be replaced as long as they serve their purpose, (j) the
need for effective, persistent and consistent project management, and (k) the need to

distribute internal and external MedCom activities in a meaningful way.

4.1.5 Australia

The national EHR system is an important project in the modernization of the Australian
Healthcare system [22,47]. The Australian EHR system, which is called HealthConnect,
is based on a cooperation project of the Australian government and the states and terri-
tories. Its goal is to achieve patient empowerment, quality improvements and higher
efficiency of the health system. In 2004 the National eHealth Transition Authority
(NEHTA) was founded to support the ministry of health in the realization of the EHR
project. Their task is to coordinate the implementation of an interoperable infrastruc-
ture, select the relevant standards and terminologies, define patient and provider iden-
tifiers and support the necessary legislation. NETHA consist of members of federal,
state and territory governments. The national EHR system is planned to be imple-
mented until 2014. Important parts of the architecture and the standards are already
specified (excluding the identifier and security concepts) and several regional pilots
have been implemented in Tasmania and the Northern Territory. The rollout for Tas-

mania is planned for Mid 2009.

Documented problems of the national EHR program

One of the results of an EHR research project [36] was that the following risks were
identified with regard to the implementation of HealthConnect in Australia: (a) concerns

about data protection, safety and confidentiality, (b) the users' acceptance, (c) the
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complexity of program management, (d) high investments, and (e) political commit-

ment.

In the course of an IT strategy project conducted by an external consulting company in
2004 [6] the following problems were identified in eHealth activities conducted thus far:
(a) insufficient prioritization of several small projects without a delineated national line,
(b) the absence of standards for key areas and the long time taken to make standard
decisions, (c) fragmented responsibilities in national committees because of part-time
work and no executives who worked full-time, as well as deficient resources and go-
vernance, (d) regional funding, (e) presentation of the added value, (f) underestimation
of change management tasks among service providers with regard to the utilization of
IT, (g) slow progress due to poor IT utilization by doctors, (h) poor broad-band network
connections in provincial areas, (i) the meager importance assigned to the EHR pro-

gram at the political level, and (j) frustration among stakeholders due to slow progress.

After the EHR project had been reorganized and the

NEHTA had been founded, a further review was conducted by a consulting company in
2007 [22]. The following weaknesses were identified: (a) inadequate stakeholder man-
agement and regional cooperation by the NEHTA and meager importance given to ex-
ternal requirements, (b) bottlenecks in resources in terms of the necessary skills, (c)
poor transparency towards NEHTA work plans and lack of communication of interme-
diary results, (d) unrealistic expectations due to poor transparency with regard to the
actual goals and tasks of NEHTA, and (e) weaknesses in the decision and governance

structure.
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4.2

Derivation of critical areas

A number of similar detailed problems were identified in the analysis of the national

EHR programs of individual countries (compare section 4.1). These were abstracted in

order to make cross-country comparisons, and were summarized into so-called critical

areas of national EHR programs.

Critical area GB DE CA DK AU
Acceptance, Change management (14) 4 3 1 3 3
[51](b)(),
Integration of clinicians 52100, | [91d) [3[,231]2(]5;()(%) [22](2)(c)
e
51](d),
Doctors' acceptance S2i0), | [OIb) | R0B) | U | [k
23] [34](h) [61(f)(9)
Acceptance by the general population / 511(d [10](a),
more information required [511(d) [29](a)
Organizational change Sodh | moe | Roe | O | el
(Dlir;wonstration of benefits, Funding 3 5 5 5 5
Cost-benefit analysis, ongoing monitor- [51](f), [21](b),
ing of benefit [52](d)(e) [32](b)
Unifor_m c_alculat?on approaches and Eggg
amortization periods 9l(e)
Problems associated with communicat-
ing benefits in a convincing manner [52](0) [9l(2) [20](2) [6](€)
o . [37](0),
High investment, distribution between
the concerned persons [[212]]((%)) [11]() [36](d)
Regional / local co-funding and their [20](f),
prioritization [71(b) [11](b) [61(d)
Project management (12) 3 2 2 2 3
Adherence to project schedules and 51 [25](a),
plans (identifying the complexity of [[52]]((2))' [26](a)(b) [32](d) [616)
projects) (d)
Setting up a suitable decision and go- [36](c),
vernance structure [25](c) [34]3) [6](a),
[22](e)
Resources and skills [52](f), [20](d), [6](c),
Rad) | PO | po@ | B9 | poyw)
Health-policy-related goals and imple- 4 1 1 3 >
mentrlaltionI strategy (11) | - | a0 B0
Political commitment, realizing the polit- 32](a), 36](e
ical significance [511(e) [201®) | i) | [6]0)
Selection of a suitable implementation 21](a)(qg),
Seaeny P 1) | [251) 29
Centralized / Decentralized distribution [51](c),
of tasks [52](h), [21](e)
[8](b)
Integration / Replacement of existing [51](h),
application systems [[58]2(](|)) [34](i)
a),
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Critical area GB DE CA DK AU
| [7](2)
Basic legal conditions, Data protection 3 3 0 1 1
8
Skepticism with regard to data protec- 51]() [10](c),
tion and confidentiality 52] (k), [29](b), [21](d) [36](a)
[9](c)
No data protection regulations at the
time of assignment [24](c)
The "opt-out" model is dubious [24](F)
Technical solution (4) 0 3 0 0 1
Decision concerning architecture [9](b),
[30](c),
[31](c)
Network connection [6](h)
Standards (2) 0 0 0 1 1
Precise assignment of standards, long
time taken to make decisions [341(c) [6](b)
Others (4) [24](@)(b) | [26](c)(f) [32](e) [22](d)

Table Il — Critical areas identified in national EHR programs of England (GB), Germany (DE), Canada
(CA), Denmark (DK), and Australia (AU) arranged according to the frequency of the subsidiary detailed
problems. We refer to chapter 4.1 with regard to detailed problems - the source publication is mentioned in
squared brackets and the index used in 4.1 for the detailed problem within the publication is shown in
round brackets. Problem categories which the individual detailed problems are grouped under in a cross-
country manner are shown as indented entries. The numbers in the columns right of each critical area
show for each individual country how often a subsidiary detailed problem assigned to the respective critical
area has been reported in literature; the sum of these numbers per critical area is shown in round brackets
after the name of each critical area. Note that publications in which more than one detailed problem per
critical area are mentioned are counted only once per critical area in order to prevent the ordering of the

critical areas from being influenced by the subjective choice of problem categories.

In the following, we summarize the conclusions drawn from the critical areas of national
EHR programs as shown in Table II. For each of the critical areas arranged according
to the frequency of the subsidiary detailed problems, the most widespread problematic
areas, i.e. those reported by at least three of five countries are mentioned. Further-
more, the measures reported in the published literature for each critical area are de-
scribed. These measures may be regarded as the strength of the specific country and

were used to cope with sub-aspects or detailed problems in the critical area:
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4.2.1 Acceptance and change management

The most significant critical area for which problematic cases were registered in all
countries is the acceptance of the EHR solution and the required change management
in the processes and cultures of the involved persons. This is especially true for the
problems reported in all countries, resulting from doctors being poorly convinced of the
EHR solution and its personal added value for them. Furthermore, doctors have been
poorly integrated into the general execution of the project in four of five countries. Diffi-
culties in implementing the necessary organizational changes have also been raised as

a point of criticism.

Useful measures

In England, communication through a website that provides information about the
progress of the project is mentioned as a useful measure for this critical area

[7]. Canada is actively investing energy in the end users’ acceptance and is providing
appropriate supportive tools to enhance acceptance [11]. In Denmark, motivation is in-
creased by using public monitoring as an incentive. Likewise, financial incentives are
provided for doctors who use the application [21]. Besides, the consensus culture,
teamwork and collaboration with stakeholders are classified as useful measures

[21,34].

4.2.2 Demonstration of benefits and funding

The same numbers of problems were cited in the five countries in respect of demon-
stration of benefits and funding. For four of the five countries, convincing communica-

tion about benefits is a difficult challenge. In the sector of funding, the high investments
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and their distribution between the concerned stakeholders have been cited as prob-
lems in three countries. Problems relating to regional / local co-funding and their priori-

tization have also been mentioned in three countries.

Useful measures

Timely dedication of financial resources has been cited as a useful measure for this
critical area in England [7]. In Canada as well, dedicated funding is emphasized as a
useful measure [11]. A benefit evaluation framework to measure benefits was also de-
veloped here [11]. In Denmark, proving the actual saving of financial resources during

actual daily operation was shown to be a useful measure [33,34].

4.2.3 Project management

Project management was identified as a further critical area. One difficulty in all coun-
tries is the insufficient availability of appropriate resources and skills in the field of
project management, change management and healthcare IT specialists.

In four countries, problems associated with adherence to project schedules and plans
were reported. They result from poor estimation of the complexity of the project. Prob-
lems associated with the establishment of a suitable decision and governance structure

were reported in three countries.

Useful measures

Useful measures for this critical area, according to reports from England, are the follow-
ing: recruitment of highly qualified and capable staff and executives in the central team
[7,17], stringent performance monitoring [51], control mechanisms during changes in

the project [51], and communication of the status of the project [51]. Professional port-
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folio management [11], knowledge management and solution re-use [11] have been
described as solutions in Canada. In Denmark, realistic scheduling [21] has been re-

ported as a positive measure.

4.2.4 Health-policy-related goals and implementation strategy

Health-policy-related goals and selection of suitable implementation strategies is a fur-
ther critical area. Insufficient political commitment has been reported in four countries; it
was also reported that the health-policy-related significance of the project was underes-
timated. Problems associated with selection of the suitable implementation strategy

were encountered in three countries.

Useful measures

In Denmark, a stepwise approach and a strategy based on previous success were em-
phasized as useful measures for this critical area [21,34]. An appropriate balance of
tasks, at a centralized as well as decentralized level, was also rated positively [21].
Useful measures reported from England were a high degree of political sponsorship
and commitment [7,17,24], speed of assignment, professionalism in negotiations [51],
intensive management of the procurement chain [51], and strict contractual agree-
ments for payments to suppliers [7,17,51]. In Canada, strategic cooperation between
the national and regional echelons, and the implementation of the strategic investor

role were highlighted as positive measures [11,20].

4.2.5 Basic legal conditions and data protection

Safeguarding basic legal terms and conditions as well as data protection were identi-
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fied as a critical area. Concerns and skepticism in the sector of data protection and

confidentiality were mentioned in four countries.

Useful measures

Canada decided to institute the supportive measure of providing central support for the
provinces by way of informative material and a combined flexible safety architecture.
Additionally, central evaluation of adherence to legal regulations was emphasized as a

positive measure [11].

4.2.6 Technical solution and standards

The sectors of technical solution and standards were named as problematic areas only

in two countries.

Useful measures

In England professional hosting of applications [7] was reported as a positive measure.
In Canada the standards are promoted by coupling these with funding [11]. In Denmark
as well, promoting adaptation to a common standard [21] and close cooperation with

clinicians [21] were deemed beneficial.

5 Discussion

The presented analysis of national EHR programs in five different countries showed
that a large number of problems have been reported in a small number of sub-areas of
the project, which may thus be seen as critical areas of national EHR programs. With
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regard to the characteristics of the critical areas it was found that, in most cases, stra-
tegic, organizational and human challenges are more complex and difficult to cope with

than technology alone.

From the authors' point of view, the reason for rare mention of problems in the areas of
technical solution and standards lies in the fact that these subjects are regarded as the
core tasks of EHR programs in most countries. One is compelled to address these
areas in detail. However, EHR programs are liable to focus too heavily on technology.
This would not be successful if one did not devote equally careful attention to the other
named areas. The areas of acceptance, change management, demonstration of bene-
fits, funding, project management, health-policy related goals and implementation
strategy, and basic legal conditions, data protection must be given at least as much

importance at the very start of the project as technological aspects are given.

With regard to the selected method we find that critical areas of national EHR programs
can be successfully derived from abstraction of the documented detailed problems.
However, the utilized sources of detailed problems are limited to the extent that only
project reviews and audits were analyzed. Given the rapid developments in this sector
we may assume that all relevant information concerning the individual EHR programs
have not yet been published. Furthermore, the information provided by the countries
originates from a broad spectrum of different backgrounds and this renders compari-

sons difficult.

6 Future perspectives

As a future step the results of our analysis could be crosschecked and potentially sup-

plemented by an additional standardized survey. This should not only include the EHR
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coordination offices in the individual countries but also take into account primary stake-
holders (such as the health ministry, persons in charge of decentralized implementation

of the EHR, professional representatives, and patient representatives).

Given the identifiable parallels in the problems reported by the individual countries,
successful coping strategies for the demonstrated critical areas should be developed.
Several measures that proved to be useful in individual countries were described in
section 4.2. In the following, some additional options for this purpose will be delineated.
However, future research projects would be required in order to work out and align the

generic approaches to the specific requirements of national EHR programs.

With regard to the acceptance of the EHR solution, for instance, methods of change
management could be utilized from the very start of the project. To support the estab-
lishment of working out health-policy goals and implementation strategies, methods of
strategy development and IT strategies or strategic IT alignment could be used such as
the fundamental concepts defined more than 15 years ago in [67]. To specify goals in
such a complex project involving several persons, a balanced score card [68] might be
helpful; it could also assist in measuring benefits. For project and program manage-
ment, professional methods such as Gareis, PRINCE 2 and PMI [69,70,71] should be
used and critical areas should be given special attention. For the demonstration of
costs and benefits, EHR-specific approaches to measure cost-benefit ratios should be
worked out. For instance, the procedure described in [14] could serve as a basis. For
ongoing measurement of benefit, in addition to the previously mentioned balanced sco-
recard, the DeLone and McLean model of information systems success [72] could be
used to measure the success of the EHR solution. To support the legal sector, a legal
framework including relevant areas and alternatives to be considered would be a valu-

able aid even when the subject is largely country-specific. The EHR framework devel-
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oped by the EU data protection group [73] might well be used as a basis for this pur-

pose.

The above mentioned methods suggested for the various critical areas may be viewed
as itemized solutions. For the future it would be desirable to establish a comprehensive
method for national EHR programs. The authors are currently working on aligning the
identified methods to the specific requirements of EHR implementations and integrating
these into a comprehensive overall method. In addition, the method will cover important
contextual aspects of a national EHR implementation and, based on country-wide ana-
lyses, emphasize critical areas or, if applicable, highlight successful approaches in
some countries. The solutions recommended in the published literature will be inte-
grated into the overall concept. The method will support adequate flexibility so that it

can be used to fulfill the diverse requirements of the individual countries.

Summary table

What was already known on the topic:

¢ EHRs are widely regarded as an opportunity to effect a fundamental improve-
ment in the public health sector. Most industrial countries therefore pursue na-
tional EHR programs.

e As numerous project reviews reveal, national EHR programs are frequently af-
fected by different kinds of problems. In view of their long duration and costs,
efficient implementation of the programs with due regard given to the expe-
riences made thus far would be economically desirable.

e The existing literature does not offer the aspired cross-country analysis of criti-

cal areas of national EHR programs.
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What this study added to our knowledge:

A large number of problems have been reported in a small number of sub-areas
of the project, which may thus be seen as critical areas of national EHR pro-
grams.

Additional evidence was found that with regard to the characteristics of the criti-
cal areas, in most cases, strategic, organizational and human challenges are
more complex and difficult to cope with than technology alone. This insight,
which was reported earlier for other IT domains, could be confirmed to be valid
also for the implementation of national EHR programs.

Successful coping strategies for the demonstrated critical areas should be de-
veloped. Although existing approaches may be adapted to the specifics of na-
tional EHR programs, these may be viewed as itemized solutions. For the future
it would be desirable to establish a comprehensive method for national EHR

programs.
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